OAuth2 Authentication - DVM - Customer Guidance

OAuth 2.0 Authentication

OAuth 2.0 is one of the supported security methods for inbound calls to the Bango DVM

platform.

If OAuth has been confirmed as the preferred authentication, during the scoping phase of
delivery, then the OAuth 2.0 credentials will be provisioned by Bango on behalf of the partner.

Customers are responsible for retrieving their own access tokens by calling the OAuth token

endpoint themselves.

A single OAuth token can be used across all Gen-3 DVM services, including but not limited to:

. Entitlement APIs

« Products and Offers API

. Consumer Offers API

. Billing Public API

« Partner Services Eligibility API

Token Caching Guidance

Bango invalidates cached tokens when less than one minute of validity remains. If a token

request is made during this period, a new token will be issued.

If a GET token request is made while a valid token already exists, the existing token will be

returned rather than issuing a new one.

As a best practice, partners should cache the access token and only request a new one when

the remaining validity is less than one minute.

Service Endpoints

Environment Base URL
Sandbox https://sandbox.auth.bango.com
Production https://auth.bango.com

GET Token API Specification

Request



1 POST /oauth2/token HTTP/1.1

2 Host: authorization-server.com

3 Content-Type: application/x-www-form-urlencoded

4 grant_type=client_credentials&client_id=abc&client_secret=xyz
Response

1 Success - 200

2 {

3 "access_token":
"eyJhbGci0iJSUZIINiIsINRS5cCI6IKkpXVCIsImtpZCI6IjRtVUhKUVVUTMRVdnJhendRX
00INFFW0G12ZyJ9.eyJ1eHAi0jE3NZEOMFEYMTISIm1hdCI6MTc3MTQxNzYxMiwiaXNzIj
0iYXV@aC5yZWctdGVzdC5kdm@uYmFuzZ28uZm9vIiwic3ViIjoiYTImYmYwYWQtMDFh0S00
ZDUWLWJKZDctNThKMDFmZTYwMzYzIiwianRpIjoiZjRiNDViYWEtZWM4ZS@OMzULLTgxMW
UtZTY5YTgzMmQ5MjQwIiwidHRS5IjoiYXQiLCJ@aWQi0iJhNDASYmVkOSOyZDBmLTQONmYt
YmI1MC1jZTUOYWE2YmIYYWMiLCJndHki01siY2xpZWS0X2NyZWR1bnRpYWxzI119.deibz
d8uBe_pWZvMLU_pglbbjP63XPdQLRdrcrKkvvnh8bUestZgwZgNFDmWnWWCEpWj1lyB6N4T
fdwezhyuDdSkgY3xND151ftzUv5AQADToeWBGAZj28Ug_RTsmYBjiQO0Yaw0SAQvuJbvJEJ
rl_1DImM9HmMIY7QoH91JbFXPr7VPCguizHjH8K2cDx4Czi8FHOPOiFQ99iJI0FARYFRQHN
5G6yNeS3ADNTWgMjRrgvuRo8PG_-QNaBiYF8PqQ12Uol1-UESz8IXkzkg-
gPF21ed3RVuZmkrdZS4Wé6nK01fHukoGLThoD71jYEjPo_VxKgsRJJFSbY6S5W6FTFF7-
00mg",

4 "expires_in": 3599,

S "token_type": "Bearer"

6 }

7

8 Unauthorized - 401

9

10 {

11 "responseCode": "UNAUTHORIZED",

12 "responselMessage": "The credentials provided were not valid."

13 }

14

15 Bad Request - 400

16

17 {

18 "responseCode": "BAD_REQUEST",

19 "responseMessage": "The request was invalid."

20 }

21

22 Internal Error - 500

23

24 A

25 "responseCode": "INTERNAL_ERROR",

26 "responseMessage": "An unexpected error occured, please try again
later."

27 }

Use Access Token Against DVM

1 Authorization: Bearer
eyJhb6ci0iJSUzIINiIsInRS5cCI6IkpXVCIsImtpZCISIjRtVUhKUVVUTMRVdnJhenJRX00
INFFW0G12ZyJ9.eyJ1eHAIiOjFE3NZEOMFEYMTISIm1hdCISMTc3MTQxNzYxMiwiaXNzIjoiY
XVBaC5yZWctdGVzdCS5kdm@uYmFuzZ28uZm9vIiwic3ViIjoiYTImYmYwYWQtMDFh0OS@OZDUw
LWJKZDctNThkMDFmZTYwMzYzIiwianRpIjoiZjRiNDViYWEtZWM4ZSOOMZzULLTgxMWUtZTY
5YTgzMmQ5MjQwIiwidHR5IjoiYXQiLCJ@aWQi0iJhNDASYmVkOS@yZDBmLTQONmYtYmI1MC
13ZTUBYWE2YmIyYWMiLCJndHki01siY2xpZW50X2NyZWR1bnRpYWxzI119.deibzd8uBe_p
WZVvMLU_pglbbjP63XPdQLRdrcxrKkvvnh8bUestZgwZgNFDmWnWWCEpWjlyB6N4Ifdwezhyu
DdSkgY3xND151ftzUv5AQADToeWBGAZj28Uq_RTsmYBjiQ0Yaw0SAQvuJbvJEJrl_1DImM9
HmIY7QoH91JbFXPr7VPCguizHjH8K2cDx4Czi8FHOPOiFQ99iJI0FARYjRQHNSGYyNeS3ADN
TWgMjRrgvuRo8PG_-QNa®iYF8PqQ12Uo1-UESz8IXkzkg-
gPF21ed3RVuZmkrdZS4Wé6nK01fHukoGLThoD71jYEjPo_VxKgsRJJFSbY65W6fTFF7-00mg



